BO THONG TIN VA 1 RUYENTHONG  coNG HOA XA HOICHU NGHIA VIET NN
TRUNG TAM U'NG ey KHAN CAp Biic ip - Tir dg - Hanh phe
MAY TINH VIET NAM =

S80: 21 VNCERT KTHYT Ha Ngi, ngay 43 Hing G8 ndm 2015

"'-".'1.'_1:airlh bdo vi dé hghj !{il_‘f'm tra, Xir [y
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chi sir dung hé didy hinh Linyy dé cung cap dich vy phan giai tén mién, Dy |
mét phan mém m3 nguon mé, do edng 1y Internet Systems Consortium Inc
(ISC) phat trién va hi trer. Theo cdc chuyén gia danh gid thi BIND 14 phin mém
Phan giai tén mién hign dang duge ding rong rai nhat trén thé gidi (Theo
VNNIC thi chiém dén trén 7094),

Gan day, mét sé phién ban cia phin mém BIND da bj phit hién co 13 hong
an todn thong tin [ATTT) cho phép tin tae tin Cong tir xa pay ngung 1ré hoat
dong, ur chéi dich vu (DOS) Phin giai tén mién, vai |3 hing ndy, ké xdu co thé
dé ding loj dung dé tin cong, giy 1T O mit a4n toan cho he Ihéng théng tin v4
mang. Lo hing nay da duge nha san Kxuat l4 cong 1y ISC chink thire xidc nhin
Va0 eudi thing 72015 va di duge MITRE Corporation dat ma quic 1é la CVE-
20153477, Cy thé hon vé 6 héing CVE-20 3-3477 ¢6 thé tham khio cac el ligy
chi 1t taj trang weh hI:tp.'a:.-’.f]-:b.isu_nrg.!’ur'[in:lmﬂﬁ—ﬂ]E?EIU-

2. Canh bio nguy co mét ATTT do 18 hing CVE-201 5-5477

Trung tam (g ciu khin cip may tinh Viét Nam (VNCERT) da kiém ther v4
dinh gid 16 héng CVE-2015.5477 Co mire nguy hiém cap vi g3 thyee hién, 1.3
héng ndy ¢6 thé bi tin tac khai thac dé tin cong, gy ra cic i c0 ATTT ank
huomg nghiém trong ton kha RANg truy cap cdce he lhfmg thing tin va nhiéy djch
Vi, tmg dung dang duge nhidy g quan, don vi cung cip. Do vay, cide cof quan,
16 chire cin cg phin (mg kip thai d¢é phong ngim cic sir cé ATTT cg thé xay ra,




1.6 hing CVE-2013-5477 ¢ & diu ?

Két gua phan vich. danh gia cho thay L3 héng CVE-20153-5477 sudt hién
wrén phin meém BIND cdac phién ban saw:

- Cae phién ban tir 9.1.0 dén 9.8.x,

. (C4c phién ban tir 9.9.0 dén 9.9.7-P1,

_ Cac phian ban tir 9.10.0 dén 9.10.2-P2,

Cac ph:-"m mém BIND phién ban néu trén hién dang dirore sur dung kha pho

bién tai cac hé thong thong tin trong gidm (Trung tam ha tang CNTT, Trung ram
it liéu v.v..) coa Tinh, Thanh pho, Bo, nganh, doan the Trung wong V.Y,

L3 hong CVE-2015-5477 gdy ra nguy cir gi?

Cic img dyung, hé thong thong dn o6 L& hong CVE-2015-5477 s ¢ nguy
cor hi tin tac khai thac, tin cong gay ra cdc sy iy an toan théng tin nhu: ngung tre
hoat dong, gay tinh trang tir choi dich vy phéan @idl 1en micn. Khi xdéy ra sy o an
toan théng tin nay s thuomg lam cho gian doan, it kha ning truy cip vao cac
(g dyng va dich vu CNTT true tuyén cua o quan chu quan hg théng tén mien
hi tin cong.

Thure té vira gua cho thiy, neu may chu dich vu phéin gidl tén mien cia mol
Tinh bj su & thi thuomg gay anh huong, gian doan, mét kha nang truy cap cac
dich vy truc tuven do Tinh cung cap. Trong db co cac hé thong dién hinh nhu

- Cémg Thong tin dién 1
_ Hé thong Thar dign tr

- Hé théng dich v Cong true tuyén v.v...

3. D& nghi xir Iy vi phoi hep

Do tinh chit nguy hiem cia L3 héng CVE-2015-5477, Trung am VNCERT
dé nghi Lanh dao quy co quan, 10 chire phii hop, chi dao thie hign mot s0 nol
dung sau

1} Chi dao lue lwgng img et khin cap su ed ATTT, bg phan k¥ thudt quan
trj mang hojic bo phan ¢ chire niing lien quan khin truong tien hanh kiém tra., &
spdt ngay he théng, tmg dyng cua minh va cic h¢ thdng, img dung trong pham
vi. linh vyc minh chiu trach nhiém de phit hign cac he¢ Lhé:ng“ tmg dung co s
dung phin mém BIND b 13 héng an toan thong tin ma <& CVE-2015-5477. Chu
y kiem tra ca cac phin mém BIND da duoc cai dat nhung khong su dung.

2) Khi phat hién co hé thong, mg dung bi Lo hong CVE-2015-3477, can
trién khai ngay viée xu 1y, khiic phue, loai bo kip thoi & héng nay, tranh d& xay
ra cde sy co ATTT dang tice.



3) Gl bao cdo tinh hinh, ket qua khic phuc L3 héng CVE-2015-5477 vé
Trung tim VNCERT dé tong hop, bdo cdo cap trén,

Thing tin chi tiet hode véu cau khic lién quan dén vide xr Iy L& hing CVIE-
2015-5477 vui long lién hé véi ddu méi coa VNCERT theo dia chi:

Anh Tran Tudn Anh — Pho Truong phang K§ thuat hé thong

Email ; ttanh@vncert.vn Bién thoai: 043.640.44.21 (ext 202}

Trung tam img e khiin ¢dp mdy tinh Viét Nam trén trong cam on s phoj
hap cua Quy co quan, don vi /, W

Neri mhgin:
- Mt tridng
- Ban chi dao CNTT cac B4, ngzdnh, dia phiremg {3 Pl
- Thir trenmg Nguven Think Humg (46 hick
PO EY Ngd Quang Huy (& theo ddliy:
< L VT, KTHT, NV.
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