BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM
: Poc ldp — Ty do — Hanh phic

Sé: 2905 /BTTTT-THH Ha Néi, ngay M thang 40 ném 2014
V/v huéng dan ky thuat lién thong giita
céc hé thong quan 1y vin ban va diéu hanh

trong co quan nha nudc

Kinh guri:
- Céc B9, co quan ngang B9, co quan thugc Chinh phu;
- Van phong Trung wong Pang, Vin phong Chu tich nudc,
Vin phong Qudc héi, Toa 4n nhan dan t4i cao, Vién kiém sat
nhan dan tdi cao, Kiém toin Nha nudc;
- Co quan Trung uong cla cac doan thé;

- Uy ban nhan d4n céc tinh, thanh phé truc thuéc Trung vong.

Thyc hién Quyét dinh sé 1605/QD-TTg ngay 27/8/2010 cia Thi tudéng
Chinh phii vé& viéc Phé duyét Chuong trinh quéc gia v& tmg dung céng nghé
thong tin trong hoat dong ciia co quan nha nudc giai doan 2011 — 2015; Chi thi
s6 15/CT-TTg ngay 22/5/2012 ctia Thii tuéng Chinh phti vé& viée ting cudng sir
dung van ban dién tu trong hoat déng cla co quan nha nudc, dé c¢ thé trao dbi
vin ban dién tir théng sudt giita cic co quan nha nuéc véi nhau, ngay
20/02/2013, Bé Théng tin va Truyén thong dd ban hanh CoOng vén s6
512/BTTTT-UDCNTT Hudng dan k¥ thuat lién théng gifta cac hé thdng quan ly
vin ban va diéu hanh trong co quan nha nuéc. Dya trén thuc té trién khai va gép
¥ clia céc co quan nha nudc, d& phit hop véi thuc t& 4p dung, B6 Théng tin va
Truyén thong d4 chinh sita va ban hanh Céng vin nay dé thay thé Céng vin sb
512/BTTTT-UDCNTT.

M6t sé ndi dung chinh di dugc bd sung, chinh stra trong Cong van thay
thé:

1. Trong phén ndi dung huéng dan:

- Théng nhét chi huéng dén vé mé hinh lién théng qua hé thong trung
gian va phuong phap quan ly dinh danh theo méa két hop véi tén mién chung,
khong huéng din vé& mé hinh lién théng truc tiép va phuong phép quan 1y dinh

danh theo tén mién;



- Giai thich ro:

+Phin ma Z17:.Y1Y2.MX1X:z c¢6 9 ky tu bao gdm cac chir s6 va cic ddu
chim;

+ M43 c4c co quan tinh tir 01, m& 00 ding dé du trir. Trudng hop co quan
c6 ma khong day du 9 ky tu (bao gdm ca céc ddu chim) thi dién sé 0 thay cho
céc chir s6 con thiéu, khéng dé tréng.

2. Trong Phu luc 1 - Danh sadch mé cho co quan nha nudc:

- Ghi r6 mé cho Vin phong Trung wong Pang; Van phong Chu tich nudéc;
Vin phong Quéc hdi; Toa 4n nhan dan t61 cao; Vién kiém st nhan dan téi cao;
Kiém todn Nha nudc tinh tir "01" va chi thich cac md A00, B0O, C00, D00, E00,
F00 dé dy tri

-B6 sung ma cho Vién Han 1dam Khoa hoc va Céng nghé Viét Nam (G31)
va Vién Han 1am Khoa hoc va X4 héi Viét Nam (G32);

- Stra mA ctia Thong tan x& Viét Nam tir G32 thanh G30.

3. Trong Phu luc 2 - Dinh dang trao d6i vin ban théng nhét edXML:

- Gidi thich r3 y nghia céc truong théng tin va ghi r6 cac trudng thong tin
Bt budc va Tuy chon c6 dit liéu trong thé edXML;

- Ghi r& tham khao Théng tu sé 01/2011/TT-BNV ngiy 19/01/2011 vé
Hudng din thé thic va k§ thuat trinh bay vin ban hanh chinh va Théng tur sb
25/2011/TT-BTP ngay 27/12/2011 vé thé thirc, k§ thuét trinh bay vin ban quy
pham phép luat cia Chinh phd, Tha tuéng Chinh phd, B trudng, Tha trudng co
quan ngang B§ va van ban quy pham phap luat lién tich;

- Hudng dén chi tiét vé thanh phin quéan 1y thoi diém giri/nhan géi tin va
thanh phan ghi 13i ctia gbi tin;

- Huéng dén chi tiét vé thanh phan chit ky s6 dé x4c thuc thong tin;

- B6 sung danh sach m3 16i phuc vu x4c dinh nguyén nhén gy 18i trong
gdi tin;

- Thay dbi cach mé ta luu trit tai liéu dinh kém: Thong tin cu thé hién nay
cua tap tin dinh kém bao gf‘)m cac truomg: ID, kiéu dinh dang va gia tri da duoc
ma hoa cua tap tin dinh kém thay cho cach mé ta trong Coéng vin 512/BTTTT-
UDCNTT bao gom céc truong: kiéu dinh dang, kiéu ma hoéa, tén va gia tri da
dugc ma hoa cua tép tin dinh kém.

4. Trong Phu luc 3 — Vi du: Cép nhat Phu luc 3 dé phu hgp véi nhimng
thay dbi trong Phu luc 2.



Kinh d& nghi Quy co quan tai ban dién tr tai lidu huéng dén k§ thuat lién
théng tir cdng thong tin dién tir http://www.mic.gov.vn hodc trang thong tin dién
tu http://www.aita.gov.vn.

Trong qué trinh thyc hién, néu c¢6 vuéng mic, dé nghj Quy Co quan phan

4nh vé B6 Thong tin va Truyén thong dé duoc hudéng dan giai quyét.

Trén trong cdm on./. pow

Not nhin: KT. BQ TRUONG
- Nhu tren;
- B§ truémg (6 blc); / ,,‘Q;HI\J’\TRUON G

- Pon vi chuyén trach vé CNTT cua cac Bo, co quan PA
ngang Bd, co quan thudc Chinh phu (giri email); i,
- Pon vi chuyén trach vé CNTT ciia Van phong Trung/
vong Dang, Vin phong Chu tich nude, Van phong Quoc
hoi, Tda 4n nhan dén ti cao, Vién kiém sat nhan déan t6i¥
cao, Kiém toan Nha nuéc; '
- Don vi chuyén trach Vé CNTT cua Co quan Trung
uong cia cac doan thé;

- 8& TT&TT céc tinh, thanh phd truc thuéc Trung wong
(g email);

- Cong thong tin dién tir B6 TT&TT;

- Luu: VT, THH (HTTT).

‘&
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qﬁf/Mlnh Hong




HUONG DAN KY THUAT LIEN THONG GIUA CAC
HE THONG QUAN LY VAN BAN VA PIEU HANH
TRONG CO QUAN NHA NUGC
(Kém theo Cong van sé: 480%/BTTTT-THH ngay M/ 40/2014 ciia
Bé Théng tin va Truyén théng)

1. Pham vi va ddi twong 4p dung
1.1. Pham vi ap dung

Tai liéu nay nhim hudng din k¥ thuét lién thong gifra cac hé thdng quan
Iy vin ban va diéu hanh duoc sir dung trong céc co quan nha nude.

1.2. Poi twong ap dung

Péi tugng 4p dung bao gbm céc Bo, co quan ngang B9, co quan thude
Chinh pht; Uy ban nhan dan céc tinh, thanh phd truc thude Trung wong.

Van phong Trung uong Pang, Vian phong Chu tich nudc, Vin phong
Quéc hoi, Toa an nhén dan tbi cao, Vién kiém sat nhan dan tdi cao, Kiém toan
Nha nudec, Uy ban Trung uong Mit tran T quéc Viét Nam, Téng Lién doan
Lao dong Viét Nam, Trung wong Poan Thanh nién cong san H5 Chi Minh,
Trung vong HGi Lién hiép Phu nit Viét Nam, Héi Cuu chién binh Viét Nam,
Hbi Néng dan Viét Nam va céc co quan, té chirc, doanh nghiép khac c6 thé
tham khao va 4p dung trong co quan, t§ chirc minh.

2. M6t s6 khai niém

- Trong vin ban nay, hé théng quéan 1y vin ban va diéu hanh 1a hé théng
thong tin quan 1y van ban va diéu hanh cta cc co quan nha nudc thue hién theo
Quyét dinh sb 1605/2010/QD-TTg ngay 27/8/2010 ctia Thu tuéng Chinh phil
Phé duyét Chuong trinh quéc gia vé (mg dung cong nghé thong tin trong hoat
dong cuia co quan nha nudc giai doan 2011 — 2015.

- Lién thong gifra cac hé théng quéan 1y van ban va didu hanh 12 kha ning
két néi va chuyén vin ban dién tir tir hé théng quan 1y vin ban va diéu hanh nay
dén hé théng quéan 1y van ban va diéu hanh khéc.

3. Phuong 4n k§ thuit lién thong giita cac hé thdng quan Iy vin bin va diéu
hanh
3.1 M6 hinh k¥ thuit lién thong

Pé lién thong gifra cac hé thdng quan 1y vin ban va diéu hanh, can ¢6 mét
dinh dang trao ddi van ban théng nht va mé hinh lién théng qua hé thong trung
gian.

M5 hinh lién théng qua hé théng trung gian 14 mé hinh trao dbi vin ban
dién tr gifta c4c hé théng quan 1y van ban va didu hanh véi nhau théng qua mét
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hé théng trung gian trén méi truong mang. Hé théng trung gian c6 nhiém vu
chinh 14 xé4c thyc cic hé théng quan ly van ban va diéu hanh va chuyén van ban
dién ti tir hé thdng quan 1y van ban va didu hanh cla co quan gii t6i hé théng
quan 1y vin ban va didu hanh cia co quan nhén. Ngoai ra, hé thdng trung gian
ciing cho phép hé théng quan ly vin ban va diéu hanh ctia co quan nhan két nbi
va l4y v& van béan dién tr dugc giri tir hé théng quan 1y vin ban va diéu hanh cia
co quan giri. Trén hé théng trung gian s& luu danh ba dia chi chung bao gdm céc
thong tin cta cc co quan khi tham gia vao hé thdng trung gian, cdc co quan sé
duoc yéu cau nhap céc thong tin vé& co quan minh (chi tiét trong Phu luc 2).

Sau ddy mo ta cach thirc trao d6i van ban dién tir giita co quan A str dung
hé thdng quén ly vin ban va didu hanh A (Hé théng A) va co quan B sir dung hé
théng quéan ly vin ban va diéu hanh B (Hé théng B) thong qua mé hinh lién
thong qua hé théng trung gian, md hinh hoat ddng dugc bidu dién trong Hinh 3-
1. Méi trudng mang & day c6 thé 13 dudmg truyén Mang truyén sb liéu chuyén
duing cho cic co quan Pang, Nha nudce hodc dudng truyén Internet.

: Hé théng A
Hé théng
trung gian

i Héthdnga

May chil A & May chG B

| BOKEt ndi

May khach B

Hinh 3-1. M6 hinh lién thong qua hé théng trung gian giita hai hé théng

- Vin thu tai co quan A sit dung Hé théng A tai may khach A phat hanh
vin ban dién tir, nghia 12 vin ban dién tir dugc chuyén téi may chu quan ly van
ban va diéu hanh A.

- May chil quan Iy van ban va didu hanh A chuyén vin ban dién tir t6i hé
thong trung gian; tai day hé théng trung gian s& xac thuc Hé théng A va luu
thong tin gt di tir Hé théng A.

- Sau d6, hé théng trung gian s& x4c thuc Hé théng B va chuyén tiép van
ban dién ttr dén may chi quéan 1y vin ban va diéu hanh B.
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Ngoai ra, may chi quan 1y vin ban va diéu hanh B c6 thé chu dong két
nbi v&i hé thdng trung gian va ldy v& van ban dién tt do may chd quan ly van
ban va diéu hanh A d3 giri sau khi hé thdng trung gian d4 xéc thuc Hé théng B.

- Cudi ciing, may chi quan 1y van ban va didu hanh B chuyén van ban
dién ti t6i may khach B, vin thu tai co quan B st dung méy khach B dé lay van
bén dién tir vé.

Pé may chil quan 1y vin ban va diéu hanh A trao dbi van ban dién tir dugc
v6i may chil quéan ly van ban va diéu hanh B théng qua hé théng trung gian, cin
thiét phai xay dung thém bo két ndi cho Hé théng A, bd két ndi cho Hé théng B
va b két ndi cho hé thdng trung gian (xem chi tiét tai Muc 4. Hoat dong cua bd
két ndi gitra cac hé théng quéan 1y van ban va diéu hanh).

Khi 4p dung mo hinh lién thong qua hé théng trung gian, cac hé théng
quén 1y van ban va diéu hanh khéng trao d6i vin ban dién tir truc tiép véi nhau
ma s& thong qua mot hé théng quan ly trung gian. M6 hinh lién théng qua hé
théng trung gian s& thng ké, kiém soét dugc sb luong vin ban dién tif trao ddi
gitta cac hé théng quan 1y vin ban va diéu hanh, khic phuc dugc tinh trang qua
tai ciia timg hé théng quan 1y vin ban va diéu hanh; tuy nhién, phai du tu dé
x4y dung, duy tri hé théng trung gian.

Céc co quan, don vi c6 thé 4p dung mé hinh lién théng qua hé théng trung
gian hodic chd tham gia vao hé théng trung gian do B4 Théng tin va Truyén
thong chil tri td chirc trién khai trong thoi gian téi.

3.2 Phuong phap quan Iy td chire dinh danh cic co quan nha nuéc

Pé thuan tién trong quéan ly, trao ddi vin ban dién ti trén mdi truong
mang gitra cic hé théng quan Iy van ban va diéu hanh, cin thiét phai xay dung
va théng nhét dinh danh cia cic co quan nha nuéc trén mdi trudng mang. Tai
liéu nay huéng din phuong phép quan 1y dinh danh theo mi két hop véi tén
mién chung. Phuong phap quén Iy dinh danh theo mi két hop véi tén mién
chung 13 cach str dung két hop viéc danh mi va tén mién chung phuc vu cho
viéc trao dbi van ban dién tir gitta cac hé thong quan Iy vin ban va diéu hanh,
bao dam tinh théng nhét va ciu trac trong viéc quan ly.

M3i co quan s& duge BO Thong tin va Truyén thong cip phat mét ma dinh
danh cho hé thdng quén 1y vin ban va didu hanh dé trao d6i van ban dién tir nhu
sau:

7,7,.Y1Y2.MXi1X;.e-doc.vn

Trong do:



- Tén mién e-doc.vn 14 tén mién chung cho cic co quan nha nuéc do B
Théng tin va Truyén thong quén ly;

- Phin ma Z;Z72.Y1Y2.MXi1Xz ¢6 9 ky tur bao gdm cac chit sé va cac ddu
chim;

- MXi1X:z xédc dinh cdc co quan niha nuéc, bao gdm Vin phong Trung
uwong Pang, Vin phong Cha tich nudc, Van phong Quéc hoi, Tod an nhan dén
t81 cao, Vién kiém sat nhan dén t6i cao; cic B9, co quan ngang B, co quan
thudc Chinh phu, Uy ban nhan dén céc tinh, thanh phé truc thude Trung wong;
céc td chirc chinh tri - x4 hoi, cdc td chitc x4 hoi, cac t6 chirc x4 hoi - nghé
nghiép. M 1a cac chit cai (hién sir dung tir A d&n I); X1, X2 13 chit s tir 0 dén 9,
cu thé quy dinh nhu sau:

+ Chir céi A danh cho Vén phong Trung uong Dang;

+ Chit cai B danh cho Van phong Chu tich nuéec;

+ Chir cai C danh cho Vin phong Quédc hoi;

+ Chit cai D danh cho Tda 4n nhan dan tdi cao;

+ Chit c4i E danh cho Vién kiém sat nhén dan tdi cao;

+ Chir céi F danh cho Kiém toan Nha nuéc;

+ Chit cai G danh cho cac B0, co quan ngang B9, co quan thuéc Chinh
phu;

+ Chit cai H danh cho Uy ban nhan dan céc tinh va thanh phd tric thude
Trung uong;

+ Chit ci I danh cho céc t6 chitc chinh tri - x4 hdi;

+ Chit cai J danh cho céc td chirc x3 hoi, cic td chirc x3 hdi-nghé nghiép.

- Y1Y2 xéc dinh co quan thudc/truc thuc Van phong Trung wong Pang,
Vin phong Chu tich nude, Vin phong Québc hoi, Toa 4n nhan dan tdi cao, Vién
kiém st nhan dén téi cao, Kiém toan Nha nudc; cac B4, co quan ngang B6, co
quan thudc Chinh pht (cdp Cuc, Vu, Vién), Uy ban nhan dén céc tinh, thanh phé
truc thude Trung wong (cip quan/huyén, s& ban nganh); cic t§ chirc chinh trj -
x4 hoi, céc td chitc x4 hoi, cc td chirc x3 hoi - nghé nghiép. Trong d6 Y1, Y212
chit s4 tir 0 dén 9.

- Z1Z» xac dinh co quan thudc/truc thuge cép quén, huyén va cac co quan
tuong duong (cip phuong/xa). Trong d6 Z1, Z, 1 chit s6 tir 0 dén 9.



- Y1Y2, Z1Zs: do céc co quan & cdp MXX: dénh sb, quan Iy va giri vé& Bb
Théng tin va Truyén théng quan ly théng nhét. Nguyén tic danh ma cho Y1Yz,
Z1Z, theo thi tur tir nhé dén 16n dya trén thoi gian cac don vi ding ky cép phat.

M3 c4c co quan tinh tir 01, ma 00 dung dé du trix. Trudng hop co quan c6
m3 khong dy du 9 ky tu (bao gdm ca cac ddu chim) thi dién sb 0 thay cho cac
chit s6 con thiéu, khéng dé tréng. Vi du: 00.01.G01 1a mo6t don vi thuoc Bo
Cbong an, trong d6 GO1 biéu thi B6 Céng an, 01 13 ma ctia mdt don vi thudc B
Cbng an, 00 1a phan chit s6 thém vio cho day da 9 ky tu. ’

Chi tiét ¢anh ma cho Vin phong Trung vong Pang, Vian phong Chu tich
nuéc, Vin phong Qudc hdi, Toa 4n nhan dan tdi cao, Vién kiém s4t nhan dan tdi
cao, Kiém toan Nha nudc; cic B, cac co quan ngang B, co quan thudc Chinh
phi1, Uy ban nhan din céc tinh, thanh phé truc thudc Trung uong; céc td chic
chinh trj - x4 hoéi, cédc td chitc x& héi, céc td chirc x4 hoéi - nghé nghi€p xem tai
Phu lyc 1.

Phuong phép quéan 1y dinh danh theo ma két hop v6i tén mién chung 14 co
s& cho viée quan 1y dinh danh céc co quan tham gia trao dbi vin ban dién tir trén
mdi trudng mang, nhim bao dam hé théng trung gian cé kha ning x4c thuc cac
hé théng quan 1y van ban va diéu hanh cia céc co quan nha nudc chinh xac do
c6 su thdng nhét trong quan 1y dinh danh va dja chi IP.

4. Hoat d6ng ciia b két ndi giira cac hé thong quan 1y vin ban va diéu hanh

Pé két ndi gitra cac hé théng quan 1y van ban va diéu hanh, cic hé théng
cin phai tuan tht mot dinh dang trao d6i vin ban théng nhit, goi 1 edXML.
Dua trén dinh dang trao dbi vin ban thong nhét, cin x4y dung bd két nbi dé trao
d6i vin ban dién tir gitta cac hé théng quéan 1y vin ban va diéu hanh (mo ta chi
tiét trong Phu luc 2). B6 két néi tai cic may chil quan 1y vin ban va diéu hanh s&
dbng bd voi danh ba dja chi chung trén hé théng trung gian trude khi cac co
quan bét dau gtri, nhan van ban dién tu.

Sau day md ta ro cach thirc hoat dong cia bd két ndi trong mé hinh lién
thong qua hé théng trung gian da trinh bay trong muc 3.1.

- Sau khi Hé théng A déng géi théng tin theo dinh dang trao ddi ciia Hé
théng A, géi tin s& duoc chuyén dén méy chii quan 1y van ban va diéu hanh A.
Tai b két ndi A trén may chu quan ly van ban va diéu hanh A, géi tin s€ dugc
xir Iy qua céc budc bao gbm:

(i) Thém c4c thdng tin co ban dé dinh danh vin ban giri di/dén v.v;

(ii) Ky céc thong tin trong van ban (néu c¢6 chi st dung chit ky sé do Ban
Co yéu Chinh phu xay dung);



(iii) Péng géi sau khi bd sung dly du céc théng tin can thiét dé tao thanh
mdt gbi tin theo dinh dang trao ddi vin ban edXML.

- Sau khi déng goéi xong, go6i tin dugc may chi quan 1y vin ban va didu
hanh A chuyén dén hé théng trung gian, sau khi nhdn dugc goi tin, hé théng
trung gian s& xac thuc Hé théng A va luu théng tin cta goi tin nhan duoc.

- Tiép d6, hé théng trung gian s& x4c thuc Hé théng B va chuyén tiép goi
tin dén may chii quan 1y vin ban va diéu hanh B.

Ngoai ra, may chu quéan ly vin ban va diéu hanh B ¢6 thé cha dong két
nbi v4i hé théng trung gian va ldy vé cac goi tin thong qua bd két nbi B sau khi
hé théng trung gian d x4c thue Hé théng B.

- Sau khi 14y géi tin tir hé théng trung gian, bd két ndi B s& béc tach cac
thong tin co ban tir gbi tin theo dinh dang trao d6i vin ban edXML va chuyén
thanh dinh dang dit liéu cia Hé théng B. Sau d6, Hé thong B sé hién thij ra thong
tin ban dau cho nguoi st dung xir ly.



Phu luc 1
Danh sach ma cho co quan nha nugce

I. Danh sich ma cho Vin phong Trung wong Ping
(M@ A01 — A499)

II. Danh sach ma cho Van phong Chii tich nwéc
(Ma B0OI - B99)

IIL. Danh sich mi cho Vin phong Quéc hji
(Ma C01 - C99)

IV. Danh sich mi cho Toa 4n nhéin din téi cao
(Ma D01 - D99)

V. Danh sich mi cho Vién kiém sit nhan dan téi cao
(Ma EOI - E99)

VI. Danh sich mi cho Kiém toin Nha nwéc

(M@ FOI - F99)
Chi thich: Cac ma A00, B00, C00, D00, E00, FOO d& dur trir.

VIL Danh sich ma cho cidc By, co quan ngang B§, co quan thudc Chinh phi

STT Tén By, co quan ngang Bo Ma
1 B§ Cong an GO1
2 B§ Cong Thuong G02
3 B§ Gido duc va Pao tao GO3
4 B Giao thong van tai G04
5 | Bo Ké hoach va Déu tu GO5
6 B6 Khoa hoc va Cong nghé G06
7 B¢ Lao dong, Thuong binh va Xa hoi - G07
8 Bd Ngoai giao GOS8
9 Bg Néi vu G09




10 B§ Nong nghiép va Phat tridn nong thon G10
11 | B Qubc phong Gl1
12 B Tai chinh G12
13 B0 Tai nguyén va Mbi trudng G13
14 B9 Thong tin va Truyén thong G14
15 B4 Tu phap G15
16 | B4 Vin hoa, Thé thao va Du lich G16
17 | Bo Xy dung G17
18 |BoYté G18
19 | Ng4n hang Nha nuéc Viét Nam G19
20 | Thanh tra Chinh phu G20
21 | Uy ban Dén toc G21
22 | Van phong Chinh phu G22
23 | Ban Quan Iy lang Chu tich HS Chi Minh G23
24 | Bao hiém X4 hdi Viét Nam G24
25 Pai hoc Quéc gia Ha Noi G25
26 | Pai hoc Quéc gia thanh ph H6 Chi Minh G26
27 | Dai tiéng néi Viét Nam G27
28 | Pai truyén hinh Viét Nam G28
29 ﬁ(:;}:’len Chinh tri - Hanh chinh quéc gia H6 Chi 29
30 | Thong tin xa Viét Nam G30
31 | Vién Han 14m Khoa hoc va Céng nghé Viét Nam G31
32 Vién Han 1am Khoa hoc va X3 hoi Viét Nam G32




Chau thich:

- Céc B9, co quan ngang B9, co quan thudc Chinh phu va Pai hoc Québc gia Ha
N6i, Pai hoc Quéc gia Thanh phé Hé Chi Minh dugc sap xép theo thir tu bang chir cai
theo tirng nhém co quan.

- M2 GO0 va cac ma tir G33 dén G99 dé du trit.

VIIL Danh sich ma cho Uy ban nhin din cac tinh, thanh phé truc thude Trung

wong

STT Tén tinh/thanh phé M3
1 | UBND tinh An Giang HO1

2 | UBND tinh Bic Giang HO02
3 | UBND tinh Bic Kan H03
4 UBND tinh Bac Liéu HO04
5 | UBND tinh Bic Ninh HO5

6 | UBND tinh B4 Rja - Viing Tau H06
7 | UBND tinh Bén Tre HO7
8 | UBND tinh Binh Dinh HO8
9 UBND tinh Binh Duong HO09
10 | UBND tinh Binh Phuéc H10
11 | UBND tinh Binh Thuén H11
12 | UBND tinh Ca Mau H12
13 | UBND thanh phé Cén Tho H13
14 | UBND tinh Cao Bing H14
15 | UBND tinh Dik Lik H15
16 | UBND tinh D4k Néng H16
17 | UBND thanh phd Pa Ning H17
18 | UBND tinh Dién Bién H18




19 | UBND tinh Ddng Nai H19
20 | UBND tinh Ddng Thép H20
21 | UBND tinh Gia Lai H21
22 | UBND tinh Ha Giang H22
23 | UBND tinh Hai Duong H23
24 | UBND thanh ph6 Hai Phong H24
25 UBND tinh Ha Nam H25
26 | UBND thanh phé Ha N6i H26
27 | UBND tinh Ha Tinh H27
28 | UBND tinh Hoa Binh H28
29 | UBND thanh ph H6 Chi Minh H29
30 UBND tinh Hau Giang H30
31 | UBND tinh Hung Yén H31
32 | UBND tinh Khénh Hoa H32
33 UBND tinh Kién Giang H33
34 | UBND tinh Kon Tum H34
35 UBND tinh Lai Chau H35
36 | UBND tinh L4m Déng H36
37 | UBND tinh Lang Son H37
38 | UBND tinh Lao Cai H38
39 | UBND tinh Long An H39
40 UBND tinh Nam Dinh H40
41 | UBND tinh Nghé An H41




42 UBND tinh Ninh Binh H42
43 UBND tinh Ninh Thuin H43
44 UBND tinh Phi Tho H44
45 UBND tinh Phu Yén H45
46 UBND tinh Quang Binh H46
47 UBND tinh Quang Nam H47
48  UBND tinh Quang Ngai H48
49 UBND tinh Quéng Ninh H49
50 UBND tinh Quang Tri H50
51 UBND tinh S6c Trang HS51
52 UBND tinh Son La H52
53 UBND tinh Tdy Ninh HS3
54 UBND tinh Thai Binh H54
55 UBND tinh Thdi Nguyén HS55
56 UBND tinh Thanh Héa H56
57 | UBND tinh Thira Thién Hué H57
58 | UBND tinh Tién Giang H58
59 UBND tinh Tra Vinh H59
60 UBND tinh Tuyén Quang H60
61 UBND tinh Vinh Long H61
62 UBND tinh Vinh Phuc H62
63 UBND tinh Yén Bai H63




Chu thich:
- Uy ban nhan dén céc tinh, thinh phé truc thude Trung wong dugce sip xép theo
thiT tu bang chir cai.

- M3 HOO va céc ma tir H64 dén H99 dé du trir.

IX. Danh sich mi cia cac to chirc chinh tri - xa hgi khoi Trung wong

STT Tén t6 chirc chinh tri - x4 hi Ma
1 | Uy ban Trung wong Mit trin T4 qubc Viét Nam 101
2 Téng Lién doan lao dong Viét Nam 102
Trung wvong Poan Thanh nién Cdng san Hb Chi
3 . 103
Minh
4 Trung vong Hoi Lién hiép Phu nit Viét Nam 104
5 | Hoi Cyu chién binh | 105
6 Hoi Néng dan Viét Nam 106
Chu thich:

- Ma 100 va cac ma tir 107 dén 199 @8 du trix.

X. Danh sich mi ciia cdc td chirc x4 hdi, xa hdi — nghé nghiép héi khdi Trung

wong
STT Tén t6 chirc xa hoi Mi
1 | Hoi Béo tro ngudi tan tat va tré md cdi Viét Nam J01
2 | Hoi Chir thap d6 Viét Nam ' J02
3 Hoi Cyu thanh nién xung phong Viét Nam J03
4 Ho6i Clru trg tré em tan tat Viét Nam J04
5 | Héi Dién anh Viét Nam 105
6 Ho1 Déng y Viét Nam 106
7 | H6i Khuyén hoc Viét Nam 107
8 | Hoi Kién tric su Viét Nam J08
9 | Hoi Lujt gia Viét Nam 709




10 Hoi My thuat Viét Nam J10

11 | Héi Nan nhén chit doc da cam/dioxin Viét Nam J11
12 Hoi Ngh¢ si mua Viét Nam J12
13 | Hoi Nghé sinhiép anh Viét Nam J13
14 | Hoi Nghé si san khdu Viét Nam J14
15 | Hdi Ngudi cao tudi Viét Nam J15
16 | Hoi Ngudi mi Viét Nam 16
17 | Hoi Nha bao Viét Nam 117
18 | Ho6i Nha van Viét Nam J18
19 | Hoi Nhac si Viét Nam J19
20 | Hai Sinh vién Viét Nam 720
o1 | Hoi Van hoc ngh¢ thujt céc dan the thidu sb Viét -
Nam
22 Hoi Vin nghé din gian Viét Nam J22
23 Lién hiép cac hdi khoa hoc va k¥ thuat Viét Nam J23
24 Lién hiép cac hdi van hoc nghé¢ thudt Viét Nam J24
25 | Lién hiép cac t& chirc hitu nghj Viét Nam 125
26 | Lién minh hop tac xd@ Viét Nam J26
27 Phong Thuong mai va Céng nghiép Viét Nam 127
28 | Téng hoi Y hoc Viét Nam 128
Chau thich:
- Céc td chirc xa hoi, xa hoi — nghé nghiép duogc sép xép theo thir tir bang chir
cal.

- M3 JOO va cac ma tir J29 dén J99 dé du trit.



_Phuluc2 )
Dinh dang trao d6i vin ban thong nhit ed XML

. ”

Sau ddy trinh bay cAu triic cuia géi tin edXML va thanh phin cia b két néi xir
ly géi tin edXML.

1. CAu tric goi tin edXML

Hinh 1-1 dudi ddy mé ta cu triic cia mot géi tin edXML.

Message
Package

Header
Container

R

:Eic.

Attach file
 encoded

Hinh 1-1. Cdu triic ciia mét goi tin edXML



Trong do:

- Trong Message Package: céc thanh phén théng tin co ban MIME tuan thu céc
dac tda SOAP Message with Attachment va MIME.

- Trong Header Container: cc thanh phén théng tin chinh MIME tuan thd cac
dic ta MIME, SOAP va SOAP Message with Attachment.

- Trong Attach file encoded: phin théng tin dinh kém tudn thu dic ta SOAP
Message with Attachment.

Luuy:

- G6i tin theo dinh dang edXML phai c¢6 tit ca cic trrdong thong tin duge quy
dinh trong cic Bang 1-1, 1-2 va 1-3.

- Trong Bang 1-1 va 1-2, c4c trudng thong tin ghi “Bét budc” nghia 12 nhimg
truong thong tin phai c6 dit li€u trong thé edXML tirong g, cic truong thong tin ghi
“Tuy chon” nghia 13 nhitng truomg thong tin khong bit budc phai c6 dir liéu trong thé
XML tuong tmg nhimg khuyén khich cic co quan sir dung. Trong Bang 1-3, cdc
trrong thong tin 13 cac tham sé mé ta tip tin dinh kém c6 trong goi tin ed XML.

- Céc kiéu dir liéu tuan thu kiéu dir liéu trong XML.

- S dung B¢ ky tu va md héa cho tiéng Viét theo TCVN 6909:2001 “Cong
nghé thong tin - Bo ma ky tur tiéng Viét 16-bit” dé thé hién cac ndi dung bén trong goi
tin.

- Néu céc truong thong tin c6 sir dung thoi gian dén gio, phut, gidy, st dung
kiéu dir liéu DateTime: dd/MM/yyyy hh:mm:ss, vi du: 26/12/2012 15:03:45.

1.1 Phén théng tin

Phén thong tin duoc déng géi trong SOAP-ENV:Envelope, bao gdm hai phén:
thong tin co ban (SOAP-ENV:Header) va thong tin chinh (SOAP-ENV:Body)

1.1.1 Phin SOAP-ENV:Header

Céc théng tin co ban dugc biéu dién theo ciu tric, dinh dang dua trén XML,
chi tiét xem Bang 1-1, mot s truong thong tin chinh nhu sau:

- edXML:MessageHeader: La thanh phin bit budc phii c6 clia mot géi tin
edXML d& chira céc thong tin vé phin m& ddu va phin két thic cia mét vin ban dién
tir twong tmg voi van ban gidy quy dinh tai Théng tu sé 01/2011/TT-BNV ngiy
19/01/2011 vé& Hudng dn thé thirc va k§ thuat trinh bay vin ban hanh chinh va Théong
tu s6 25/2011/TT-BTP ngay 27/12/2011 vé thé thirc, k§ thuat trinh by vin ban quy
pham phap luit ctia Chinh phu, Thu tuéng Chinh phd, B truéng, Thu truéng co quan
ngang B va vin ban quy pham phép luit lién tich;



- edXML:TraceHeaderList: La thanh phén bat budc phai c6, dugc sir dung dé
x4c dinh thoi diém giri cia hé théng quan 1y van ban va diéu hanh noi giri hoic thoi
diém nhan cta hé théng quan ly vin ban va didu hanh noi nhan ctia mdt géi tin;

- edXML:ErrorList: La thanh phf?ln bét bude phdi c6, dugc sir dung dé ghi lai
cc 181 clia goi tin giri di tir hé théng quan 1y van ban va diéu hanh noi gii;

- Signature: La thanh phén chita chit ky sb dé x4c thuc thong tin. Chir ky s6 va
cac dich vu ching thuc chir ky sb sir dung Hé théng chimg thuc chir ky sé chuyén
ding phuc vu cic co quan thudc hé théng chinh tri (Hé théng Chimng thuc dién t&
chuyén ding Chinh phit) do Ban Co yéu Chinh phu thiét 1ap, duy tri va quén 1y.
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edXML:OrganName

Kiéu String

113 Tén co quan, t& chirc ban hanh van | B4t budc
P dai téi da: | PAn
200 Vi du: Cyc Tin hoc hoa
1.1.4 | edXML:OrganAdd Kiéu String Dia chi ctia co quan, td chirc ban Bit budc
‘Do dai tdi da: | hanh vin ban
250 |
1.1.5 | edXML:Email Kiéu mﬁnm Thur dién tir lién lac ctia co quan, t& | Bét budc
P6 dai téi da: | chic ban hanh véan ban
100 Vi dy: vanthucucud@mic.gov.vn
1.1.6 | edXML:Telephone Kidu String | S6 dién thoai ciia co quan, td chirc | Bt buge
Do dai t6i da: | ban hanh van ban
20
1.1.7 | edXML:Fax Kidu String | S6 fax ciia co quan, td chirc ban Tuy chon

Do dai tdi da:

hanh vin ban

gian
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Giao duc va Pao tao

123 | edXML:Organddd | Kiéu String | Pia chi ciia co quan, té chirc nhan | Bét bude
Do dai téi da; | vdn ban
250

1.2.4 | edXML:Email Kiéu String Thu dién tir dai dién cua co quan, td . Bit budc
Do dai téi da; | chic nhan van ban
100 Vi du: CucCNTT@moet.edu.vn

1.2.5 | edXML:Telephone Kiéu String S6 dién thoai cia co quan, td chirc Bit budc
Do dai t6i da: | nhdn van ban
20

1.2.6 | edXML:Fax Kidu String | S6 fax clia co quan, t6 chirc nhan Toy chon
PO dai t5i da: | VAn ban
20

1.2.7 | edXML:Website Kiéu String Trang/cong thong tin dién tir cia co | Tity chon

Iru trén hé ?mnm trung

gian
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1.4.1 | edXML:Place Kiéu String Dia danh Tuy chon Thong tin nay do van
Do dai tbi da: | Vi dy: Ha Noi, Hung Yén, Khanh thu nhdp vao
50 Hoa..
1.4.2 | edXML: Kiéu Date: Ngay, thang, nam ban hanh Ty chon Thong tin ndy do van
PromulgationDate dd/MM/YYYY | v du: Nm 112/2012 thu nhip vao
1.5 edXML:DocumentTy M0 ta v& loai vin ban Tty chon Thong tin nay do van
pe thu nhép vao
1.5.1 |edXML:T; kmm, Kiéu Number | Loai cta van ban. Tuy chon Gia tri méc dinh 1a 2.
(unsignedSho Cac loai van bin quy pham phap Céc loai van ban quy
rt) ludt quy dinh nhw sau: pham phép luit quy
Vién ban quy Hién phap = 1 dinh tai L,udt ban hanh
pham phap vin ban quy pham
Ludt=2 .
phap ludt so
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tbi cao, Bo trudng, Thi trudng co

quan ngang bd)

Thoéng tu lién tich = 10

Chi thj = 11 (Chi thi cta Uy ban
nhén dén)

Cac loai vin ban hanh chinh quy
dinh nhw sau:

Nghi quyét (ca biét) = 1

Quyét dinh (c4 biét) =2

Chi thij (ca bigt) =3

Quy ché =4

Quy dinh =5

Thong cao =6
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=20

Ban cam két = 21
Ban thoa thuin =22
Gidy chimg nhan =23
Gily ty quyén = ,MA
Gidy moi =25

Gidy gi6i thiéu =26
Gidy nghi phép = 27
Gidy di duong =28
Gidy bién nhan hd so =29
Phiéu giri = 30

Phiéu chuyén = 31

Thu cong = 32

20
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qug _Q ban hanh <m5 ban

thu nhép vio

1.8.1

edXML:Competence

Kiéu ma_sm |

Do dai tbi da:

100

Quyén han cia ngudi ky vin ban

Tuy chon

- Truong hop ky thay
miit tap thé thi phai ghi
chir viét tht “TM.”
(thay mat) vao trudc
tén tap thé 1anh dao
hoic tén co quan, td
chire, vi du: TM. HOI
DONG NHAN DAN

- Trudong hop ky thay
ngudi dimg diu co
quan, t6 chic thi phai
ghi chir viét tit “KT.”
(ky thay) vao truge

chirc vu cta ngudi
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TL. BO TRUONG
VU TRUONG VU TO
CHUC CANBO

- Trudng hop ky thira
Uy quyén thi phai ghi
chir viét tit “TUQ.”

(thira ay quyén) vao

trudce chirc vu cua
ngudi dimg dau co
quan, t0 chirc, vi du:

TUQ. GIAM bOC

TRUONG PHONG
TO CHUC CAN BO

1.8.

edXML:Position

Kiéu String

PO dai tdi da:

Chirc vu ciia nguoi ky van ban

Tuy chon

Churc vu ghi trén vin

ban 1a chirc vu lanh
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Aoax ML :Place>)

nhén véan ban

1.10. | edXML:Place Kiéu String Tén co quan, td chirc, don vi va c4 Tuy chon M3i gach dau dong &
1 Do dai tbi da: nhén nhén vin ban phén noi nhén ciia vin
150 Vi du: Cac B9, co quan ngang B, ban tuong tng véi mot
co quan thudc Chinh phu <edXML.:Place>
1.11 | edXML:OtherlInfo Céc thong tin khac cia vin ban dugce | Ty chon Thong tin nay do van
ban hanh thu nhép vao
1.11. | edXML:Priority Kiéu Number | P9 khin cta vin ban Tuy chon Gi4 tri méc dinh 1a 0
1 (unsignedSho
rt)
Quy dinh:
Thuong =0
Khén =1,
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1.11. | edXML:PageAmount |Kiéu Number | S6 trang ctia vin ban Tuy chon Gi4 tri médc dinh 1a 1
5 (unsignedSho Vi dy: 5
)
1.11. | edXML:Appendixes Phén nay mé ta cac phu luc di kém | Tay chon
6 van ban. Cac phu luc nay dugc dong
g6i trong phén tap tin dinh kém
1.11. | edXML:Appendix Kiéu String MBb ta vé Phu luc Ty chon Néu c6 nhiéu phu luc
750 <edXML:Appendix>
| tuong Gng
2 edXML:TraceHeade Ghi lai thoi diém g cia hé Emzm Bit budc
rList quan ly vin ban va diéu hanh noi giri
hodc thoi diém nhén cia hé a&sm
quan 1y vin ban va diéu hanh noi
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Cac 18i sinh ra dé phuc
vu viéc stra 16i cua cac
don vi phét trién phin
mém

Do dai tdi da:
200

tac:

[Ky tw ma 16i].[Phan tir 16i]

Trong d6, cac ky tu ma 18i bao gbém:

- N(ull): Khong ton tai

- R(ange): L5 gi6i han

- T(ype): L8i kiéu dir lidu

- M(atch): L&i dit liéu khong phu
hop.

Phén tir 15i 12 thanh phin dimg sau
du chdm trong thé edXML. Vi dy:

31 edXML:Error C6 thé c6 nhiéu thé Error trong thé Bit budc
ErrorList
3.1.1 | edXML:ErrCode Kiéu String | Ma 18i dwgc quy dinh theo nguyén | Bét bugc Chi tiét danh sach ma

16i xem phén cudi cia
Phu luc 2
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truong thong tin r&:m
thé Signature va tit ca
cac truong thong tin
phai co dit liéu
4.1 Signedinfo MBS ta cac thong tin dugce ky Tuy chon
4.1.1 | CanonicalizationMeth Xac dinh thuét toan chuén hoa dir Tuy chon La mot thudc tinh cua
od liéu cén ky _ CanonicalizationMeth
od
Algorithm iéu Stri Thuét todn chuan héa dit ligu:
g Kiéu String
http://www.w3.org/TR/xml-exc- -
cl4n/
4.1.2 |SignatureMethod Xéac dinh thuit toan d€ ky s6 thanh | Ty chon
phén SignedInfo da dugc chuin hoa
Algorithm Kiéu String Thuét toén ky sb SignedInfo: La mét thude tinh cta
http://www.w3.0rg/2000/09/xmldsig Signature Method
#rsa-shal
4.1.3 | Reference Tham chiéu dén cac di tuong dir Tuy chon
lidu cin ky va xac dinh phuong thic
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m=<m_o_uma_ Signature:
www.w3.0rg/2000/09/ XMLDSig#en
veloped-signature

- Phuong thirc bién dbi sir dung thuét
toan chuén hoa ndi dung XML,
XML-C14N: www.w3.org/TR/xml-
exc-cl4n/

4.1.3. | DigestMethod Xac dinh thuit toan bam di liéu Tuy chon
2
Algorithm Kiéu String | Thuét toan bam dir liu: La mét thugc tinh cta

http://www.w3.0rg/2000/09/xmldsig DigestMethod
#shal

4.1.3. | DigestValue Kiéu String | Gid tri bam cta d6i tugng d ligu Tuy chon

3 tham chiéu sir dung thuét todn quy
dinh tai DigestMethod

4.2 SignatureValue Kidu String | Gid tri chir ky s6 clia Signedinfo Tuy chon
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Nguyén tic thye hién ky s6

- Chit ky sb sir dung cho géi tin edXML sir dung theo chudn XML Signature;

- Chimg thu sb sir dung dé ky dir liéu dugc cung cép tir Hé théng Chimg thyc
dién tir chuyén diung Chinh phu; '

- Thong diép dir liéu trude khi thuc hién ky sd phai dugc déng géi theo dinh
dang vin ban edXML.

- Ky sb goi tin edXML 1a thuc hién ky sb phin SOAP-ENV:Envelope va cic
tép van ban dinh kém trong gbi tin edXML.

- Chit ky sb6 dam bao tinh toan ven va xéc thuc cia g6i tin edXML trong qua
trinh trao ddi van ban dién tir gitra cic co quan nha nude. .

Chi tiét cu tric chit ky s6 dang XML Signature cho géi tin ed XML

Chit ky sb dang XML Signature dugc dua vao phdn SOAP-ENV:Header véi
cdu trac nhu sau:

<Signature>
<Signedinfo>
<CanonicalizationMethod/>
<SignatureMethod/>
(<Reference URI >
(<Transforms>
(<Transform/>)+

</Transforms>)?
<DigestMethod>
<DigestValue>
</Reference>)+
</SignedInfo>
<SignatureValue>
<Keylnfo>
<X509Data>
<X509SubjectName>
<X309Certificate>
</X509Data>
</Keylnfo>
</Signature>

- D4u ? ¢6 nghia thanh phin dit liu XML c6 0 hodc 1 phin tir; ddu + c6 nghia
thanh phin di lidu XML phai ¢6 1 hojc nhidu phin tir. C4c thinh phin khéng d4nh
dAu nghta 12 bit budc phai c6 1 phin tir.

- M3i géi tin edXML s& c6 mot chir ky sb Signature, mbi Signature chira mét
phin tir SignedInfo chira thong tin dugc ky. CanonicalizationMethod 13 thujt toan dé
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chudn hoa phin tr Signedinfo truéc khi ky, khuyén nghi sit dung thuft toan
www.w3.org/TR/xml-exc-c14n (XML-CI14N).

- SignatureMethod 13 thuft toan st dung dé ky s thanh phan SignedInfo di
dugc chuin hoa dé tao thanh SignatureValue. SignatureMethod chita mot thuét toan
bam va mdt thuit todn ky sé phu thudc vao khéa. Khuyén nghi sir dung thuét toén sau
cho SignatureMethod: http.//www.w3.0rg/2000/09/xmldsig#rsa-shal.

- Chit ky c6 thé chira nhiéu tham chiu (Reference) t6i mot hoic nhiéu déi
tuwong dir lidu (cdc MIME part) trong g6i tin edXML. Mbi phin tir Reference chita
phuong thirc bam (DigestMethod) va gia tri bam (DigestValue) ciia mdt déi twong dit
liéu. Thudc tinh URI cia Reference xac dinh dbi tuong dir liéu dugc ky, voi phén
Header Container ciia géi tin edXML thi gi4 tri URI bang "", v6i c4c tép vin ban dinh
kém trong g6i tin edXML thi URI I Content-id ciia t&p dinh kém. o

- Transforms trong céc Reference 1a mdt danh sich co thir tu cdc phuong thirc
bién d6i 4p dyung cho nodi dung dit liéu dugc tham chiéu trudce khi 14y gid tri bam. C6
thé c6 mot hoic nhiéu phwong thirc bién dbi trong Transforms, mbi phuong thirc durge
dinh nghia b&i mét thé Transform. Thude tinh Algorithm cla Transform xac dinh tén
phwong thirc bién dbi s& dugc 4p dung. | : |

- KeyInfo xac dinh khéa sir dung dé x4c thuc chit ky. Keylnfo bao gbm céc
chimg thu s8, cac tén khoa, cac thuat ton thoa thuén khoa.

Cac buéce ky sé'g()i tin ed XML (minh hoa trong hinh 1-2)

- Buére 1: Phan tich g6i tin dé tich cac MIME part durge: SOAP-ENV :Envelope
va céc tép dinh kém.

- Buée 2: Tao cac phin tir Reference v6i cic URI tham chibu téi cac MIME
part: v6i SOAP-ENV:Envelope, URI c6 gié tri bing ""; véi cac tép dinh kém, URI c6
gid tri 1a cac Content-id ciia tép dinh kém. M&i mot MIME part 1a mot Reference,
trong mdi Reference sit dung thuit toan bam chi ra trong DigestMethod d& bam céc
MIME part vi phan tit DigestValue, dong gbi tao thanh cic Reference.

- Bwée 3: Tao Signedlnfo v&i cic thanh phin SignatureMethod,
CanonicalizationMethod va cic Reference. -

- Bwée 4: Chudn héa SignedInfo véi thuit toan Cldn theo quy dinh tai
http.://www.w3.org/TR/xml-exc-c14n.

- Buée 5: Str dung khoa bi mét ciia ca nhan/td chire (thudng duge luu trén thiét
bi USB Token) ky 1én gi4 trj bam dé tao SignatureValue. Truée khi ky phai kiém tra
higu lwc clia chimg thu s ky. D& kiém tra hiéu luc chimg thu sb ky, phai kiém tra hiéu
lyc ciia dudng din chimg thuc bao gdm chimg thir s§ ky, chimg thu s6 ciia SubCA,
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chimg thur s6 ctia RootCA, sir dung cic dich vu chimg thire chit ky s6 (danh sich hiy
bd CRL, dich vu OCSP) dé kiém tra cac chimg thir s bj hily bo hay chura.

- Buéc 6: Déng goi Signature v&i cac thanh phin Signedinfo, SignatureValue,
KeylInfo.

- Buéc 7: Gan Signature vao SOAP-ENV:Header tao g6i tin edXML mdi véi
chit ky sb.

Goi tin edXML

y

1 Phan tich géi tin edXML
y
Tao cac phan t&r
2 Reference: URI tham
chiéu, thuat toan bam
‘SHA1, cic gid tri bim
y
3 Tao Signedinfo
Chieng thi s clia c4 4 Chuan héa Signedinfo
nhéan/d chirc ky qua thuat todn C14n
Kiém tra hiéu lyc chn’rqg
Céc djch vu chieng thye th s6 ciia ca nhan/td e
chi¥ ky sé: CRL, OCSP chire ky, chuBi chirng Bam Signedinfo
thi s&
y y
5
Khoa bi mét clia ca . P
nhan/t3 chir ky Ky 56 gié trj bam
Chir ky s6
SignatureValue
6 ( Boéng gbi chir ky T
Signature
7 Pong gdi Signature vao
SOAP-EVN:Header

Hinh 1-2. M6 td qud trinh ky s6 dit liéu
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Céc budce xac thire chit ky sé trén géi tin edXML (minh hoa trong hinh 1-3)
Pé xé4c thure chit ky s trén géi tin ed XML phai thuc hién 02 qﬁé trinh:

- X4c thuc chir ky s6 trén goi tin edXML. | |

- Kiém tra tinh toan ven cita c4c MIME part trong géi tin.

(i) Qud trinh thir nhdt - Xdc thuc chit ky s6 trén gdi tin edXML gom cdc budc

sau:
Gai tin edXML o6 chira
chif ki 56 Sighature
1 Tach Signature
Tach Keyinfo 48 tdy i
chmg thy sé cia ca 2 Tach Sareiiio ti
nhanAG chire ky g
3
4 r
¥iém tra higu e chimg j
Cac dich wvi chitng thure thur 56 ofla ca nhanfts SignatureValue Chuan héa Signedinfo
chi¥ ky s&: CRL, OCSP chtre ky, chudi chirng qua thuat foan C14n
thir 58
L 4 F
Khéa céng khai Gidi mé chir ky Bam Signedinfo
4
Gia tribam 1 Gia fiibdm 2

So sanh bam 1 va bam
2

h 4

Hinh 1-3. M6 td qud trinh xdc thiec chif ky s6
- Buwée 1: Téch phén tir Signature tir géi tin edXML.

- Buédc 2: Téch SignedInfo tir Signature, chuin héa Signedfnfo'theo thudt todn
C14n, bam Signedinfo theo thujt todn dugc chi ra trong SignatureMethod dugc gia tri
bam 2. *
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- Buée 3: Tich SignatureValue 48 14y gid tri chit ky va Keylnfo dé 13y chimg
thr s6 ciia ca nhan/td chirc ky, thire hién gidi ma chit ky sé duroc gia tri bam 1. Trude
khi gidi ma chir ky phai kiém tra hiéu lyc cia chimng thu s6 ky, @8 kiém tra hiéu hrc
chitng thur s6 ky phai kiém tra hiéu lrc cia diwdng din chimg thic bao gdm chimg thur
s6 ky, chimg thir sb ctia SubCA, chimg thir s§ ctia RootCA, sir dung c4c dich vu chimg
thirc chit ky s6 (danh sach hiy bé CRL, dich vu OCSP) dé kiém tra cic chimg thu s6

bi hity bé hay chura.

- Bu6c 4: So sénh gid trj bim 1 va gi4 tri bam 2 d& x4c thyc chit ky. Néu hai gi4
tri bam bang nhau thi c6 thé x4c dinh dugc c4 nhan/td chirc ky thong qua chimg thur sb

ky, dit liéu ky 13 toan ven khong bi sita dbi trong qua trinh x1r 1y, U'uyén nhén dir liéu.

(i) Qud trinh thir hai: Kiém tra tinh toan ven ciia cdc thanh phian MIME

part trong géi tin edXML gom cdc budc sau:

Goi tin edXML co chira
chi¥ ky so Signature

2

Y

Tach cach thanh phan
MIME part

y

Bam cac MIME part

A

Tap céc gia tri bam N2

3

Tach Signature

k.

Téach cac Reference

A

Léy cac gié trj bam trong
phén ti¥ DigestValue

Tap cac gia tri bAdm N1

So sanh tweng tng tirmg
» gid trj bam trong tap N1
va N2

Hinh 1-4. M6 ta qud trinh kiém tra tinh toan ven cdc tép vdn ban dinh kém

- Buée 1: Tach phén tir Signature tir géi tin edXML, 14y cAc gi tri bim trong

cac Reference dugc tap cac gid tri bim N1.
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- Buée 2: Tach cac MIME part tir goi tin edXML, bdm cidc MIME part theo
thuat toan bam duogc chi ra trong phin tir DigestMethod clia Reference dugc tip céc
gid tri baim N2.

- Bwée 3: So sanh twong tmg 1-1 c4c gia tri bam trong tip N1 va N2 dé kiém
tra tinh todn ven cia dit lidu. Néu c4c gi4 tri bdm bing nhau twong tng 1-1 thi c6 thé
khing dinh cac MIME part bao gom SOAP-ENV:Envelope va céc tép dinh kém khong
. bi stra di trong qué trinh xit 1y, truyén nhéan dit liéu.
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edXML:Reference

Bit _u_soo

1.1
xlink:href Kiéu String La Content-Id cia Attachment dugc La mdt thude tinh
Do dai tbi da: tham chiéu, quy dinh trong Bang 1-3 cua thé |
250 edXML:Reference
1.1.1 edXML:Attachment | Kiéu String Tén tép tin dinh kém Bét budc
Name P dai téi da:
200
1.1.2 edXML:Descriptio | Kiéu String M6 ta thong tin cua tdp tin dinh kém | Tuy chon
n

Po dai tbi da:

250

nhiéu tap tin dinh kem thi co nhiéu nhém théng tin (Content-ID, Content-Type, Content-Transfe

Phin ndy bao gdm gia

2 Phén tdp tin dinh kém

r-Encoding) tuong Gng

tri cia tap tin dinh kém da dugc ma héa dang base64, cdc trudng thong tin chi tiét trong Bang 1-3. Néu ¢6
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Vi du:
Vi dinh dang .doc: Content-Type
13 application/msword

Vé6i dinh dang .pdf: Content-Type
1a application/pdf

Content-Transfer-

Encoding

Mo ta kiéu md héa tp tin dinh
kém. Quy dinh kiéu ma hoa 1a
"BASE64"

Bit budc

Bit budc khi c6 tap tin
dinh kém hoic phu luc.

Vi du miu vé& mot g6i tin dong goi theo dinh dang ed XML, xem Phu luc 3.
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2. B két néi xir Iy g6i tin ed XML

CAu triic xtr 1y gdi tin edXML cai dit trong bd két nbi gdm c6 ba thanh phén
chinh: thanh phz“m giao dién mg dung (Message Service Interface), thanh phan xir Iy
g6i tin edXML va thanh phn lién két véi cc giao thirc vén chuyén (Transport
Interface) nhu trong Hinh 2-1. |

- Message Service Interface 13 giao dién ung dung cho phép cic phin mém xir
Iy nghiép vu cé thé giao tiép dugc véi bd két ndi xir Iy g6i tin chinh 13 MSH, Message
Service Interface cung cip céc giao dién 14p trinh g dung - API (ctia bd két nbi) dé
ngudi 14p trinh tmg dung c6 thé sir dung c4c ham nay d nhn dugc théng tin tir cic bd
két ndi cia cac hé théng khac giri dén hodc giri di cac goi tin dén hé théng khac.

- C4c thanh phan xi Iy g6i tin 12 phin xr Iy dit liéu duoc truyén vio (hoic trich
xut tir g6i tin edXML nhan dugc) thinh cic géi tin (hodc dit liéu) edXML dé chuyén
xudng ting “truyén tai” (hoic chuyén cho img dung) dé chuyén dén bd két néi cia tmg

dung khac.

Authentication, Authorization
and
Non-Repudiation services

Header Processing i

(92
=
-
fond
1]
T
—
o]
=
L

Delivery Module
Send/Receive
Transport mapping and
binding

)

()

I — Mb hinh téng qudt cdc thanh phdn ciia edXML Message Service Handling (MSH)
II- M6 hinh chi tiét ciia edXML Message Service Handling (MSH)

Hinh 2-1. M6 hinh edXML Message Service Handling
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- Thanh phén lién két véi cdc giao thirc van chuyén 1am nhiém vu lién két vé6i
céc giao thirc (vi du HTTP, SOAP, SMTP v.v) dé giri/nhan céc géi tin di/dén céc hé
théng khic.

Mdt hé théng khi mudn giri/nhan céc goi tin di/dén mot hé théng khac s& thong
qua Message Service Interface dé tirong tac véi MSH va MSH str dung thanh phan nay
@& chuyén céc géi tin nhan dugc cho umg dung. Dt li€u sau khi dén MSH s& duoc
chuyén qua céc thanh phin khéc nhau cia MSH dé déng g6i thanh géi tin theo dinh
dang edXML, céc thanh phén ciia mot bd xit Iy MSH bao gdm:

- Header Processing: Dé tao cc thanh phan header cho géi tin edXML. Du
vao 13 céc théng tin nhu: chir ky sb, timestamp, céc trudng dinh danh v.v;

- Header Parsing: Sir dung dé trich xuit thong tin hodc chuyén théng tin tir
edXML Header dén céc thanh phin khac cia MSH;

- Security Services: Sir dung dé ky, x4c thuc va xir Iy Gy quyén. Thanh phin
nay c6 thé duogc sir dung béi cdc thanh phin khic nhu Header Processing, Header
Parsing;

- Message Packaging: Lam nhiém vu déng goi dit liéu edXML (bao gbm céc
‘thanh phin edXML Header va cdc tdp tin dinh kém) thanh SOAP Message, SOAP
Message nay c6 thé chira cic tip tin dinh kém.

- Reliable Messaging Services: Lam nhiém vu phén phéi va x4c nhén cic géi
tin edXML véi cic hé théng khic bao gdm cac xir 1y duy tri két ndi, giri lai goi tin,
thong béo 18i va x4c nhén cac théng diép yéu ciu xé4c nhén lai.

- Error Handling: Thanh phén nay sir dung dé xir Iy c4c 151 trong qud trinh xtr
1y goi tin ho#ic c4c thong béo 16i trong qué trinh xir Iy cdc goi tin. -

| - Transport Interface: Thanh phén van chuyén ctia MSH, c6 nhiém vu lién két
véi céc giao thic (vi du HTTP, SOAP, SMTP v.v) dé giri/nhan cic géi tin di/dén cac
hé théng.

Céc g6i tin edXML c6 thé dugc giri/nhan tir hé théng ndy sang hé théng khac
thong qua mot trong cic giao thitc mang nhu SMTP/S, HTTP/S v.v.
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ST | Tén trwong | Pinh M5 ta Biit Mi 16i
1.1 [edXML:Orga |Kiéu [ Tén co quan, to chirc | Bit budc N.MessageHeader. | R.MessageHe
.3 | nName String | ban hanh vén ban From.OrganName | ader.From.Or
bo dai ganName
tbi da:
200
1.1 | edXML:Orga | Kiéu | Dija chi ctia co quan, Bit budc N.MessageHeader. | R.MessageHe
| 4 |nAdd String | t§ chirc ban hanh vin From.OrganAdd ader.From.Or
D dai | ban _ ganAdd
toi da:
250
1.1 | edXML:Emai | Kiéu | Thu dién tir lién lac Bit budc N.MessageHeader. | R.MessageHe M.MessageH
S|l _ String | clia co quan, t6 chiic From.Email ader.From.E eader.From.E
Do dai | ban hanh van ban mail mail
tbi da: :
100
1.1 | edXML:Tele [Kiéu S6 dién thoai ciia co Bit budc N.MessageHeader. | R.MessageHe M.MessageH
.6 | phone | String | quan, tb chic ban From.Telephone ader.From.Te eader.From.T
D¢ dai | hanh vin ban lephone elephone
tbi da:
20
1.1 |edXML:Fax |[Kiéu [ S fax ciia co quan, t6 | Tity chon N.MessageHeader. | R.MessageHe M.MessageH
i String | chirc ban hanh vén From.Fax ader.From.Fa eader.From.F
Po dai | ban X ax
t6i da:
20
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ST | Tén trwong | Pinh MO ta Biit . Malbi
1.2 | edXML:Emai | Kiéu | Thu dién tir dai dién | Bat budc N.MessageHeader. | R.MessageHe M.MessageH
4 1 String | cia co quan, td chirc To.Email ader.To.Emai eader.To.Em
D6 dai | nhén vin ban | ail
tbi da:
100 _
1.2 | edXML:Tele |Kidu [ S6 dién thoaiciaco |Bit bude N.MessageHeader. | R.MessageHe M.MessageH
.5 | phone String | quan, t6 chtrc nhan To.Telephone ader.To.Telep eader.To.Tel
Do dai | vin ban hone ephone
t6i da:
20
(1.2 [edXML:Fax [Kiéu S& fax cua co quan, t6 | Ty chon N.MessageHeader. | R.MessageHe M.MessageH
.6 String | chirc nhén vén ban To.Fax ‘ader.To.Fax eader.To.Fax
bo dai
t6i da:
20 _ .
1.2 |edXML:Web |Kiéu [ Trang/cong thongtin | Ty chon N.MessageHeader. | R.MessageHe M.MessageH
7| site String | dién tir ciia co quan, To.Website ader.To.Webs eader.To.We
Do dai |t chirc nhén vin ban ite bsite
t6i da:
100
1.3 | edXML:Code S6, ki hiéu vin ban Bit budc N.MessageHeader. M.MessageH
gui di . Code eader.Code
1.3 [edXML:Code | Kiéu | S6 cua van ban giri di | Bat buge N.MessageHeader. | R.MessageHe
.1 | Number String Code.CodeNumber | ader.Code.Co
bo dai deNumber
tbi da:
11
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ST

_ Tén trudng

Dinh

Mé ta

Bit

1.5

edXML:Type

Kiéu
Numb
er
(unsig
nedSh
ort)
Vin
ban
quy
pham

ludt =

Vian
ban
hanh
chinh

Loai cda van ban.

Tuy chon

N.MessageHeader.
DocumentType.Ty

pe

T.MessageHe
ader.Docume
ntType. Type

M.MessageH
eader.Docum
entType. Typ
e

edXML:Type
Name

Kiéu
String
Po dai
tdi da:
100

Tén loai van ban guri
di

Tuy chon

N.MessageHeader.
DocumgentType. Ty
peName

R.MessageHe
ader.Docume
ntType. Type
Name

1.6

edXML:Subj
ect

Kiéu

String
Po dai
tdi da:

Trich yéu ndi dung
chia van ban guri di

Bit budc

N.MessageHeader.
Subject

W.Zommmmoﬂo
ader.Subject
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ST | Tén trwong | Pinh M6 ta Biit M 16i
1.9 |edXML:Due |Kiéu |Han tra 1&i vin ban Tuy chon N.MessageHeader. T.MessageHe | M.MessageH
Date Date, DueDate ader.DueDate | eader.DueDa
dinh te
dang
dd/M
M/yyy
y
1.1 | edXML:ToPl Danh sach noi nhén Tuy chon N.MessageHeader.
0 aces va luru vén ban, khong ToPlaces
tinh céc co quan, tb
chire trre tiép giai
quyét cong viéc da
quy dinh tai thé
<edXML:To> (c6
nhiéu noi nhén trong
g v6i mbi
<edXML:Place>)
1.1 [edXML:Plac |Kiéu |Tén co quan, td chirc, | Tity chon R.MessageHe
0.1 |e String | don vi va ca nhan ader.ToPlaces
Do dai | nhdn vidn ban Place
t6i da:
150
1.1 | edXML:Othe Cac thong tin khac Tuy chon N.MessageHeader.
1 rInfo cua vin ban dugc ban Otherlnfo
hanh
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ST | Tén trwong | Pinh MO ta Biit _ Mai 15i
1.1 | edXML:Type | Kiéu | Ky hiéu ngudi danh | Tuy chon | N.MessageHeader. | R.MessageHe
1.3 | rNotation String | may . OtherInfo.TyperNo | ader.OtherInf
Do dai tation o.TyperNotati
ti da: on
10
1.1 | edXML:Pro |Kiéu S6 hrong ban phat Tuy chon N.MessageHeader. T.MessageHe
1.4 | mulgationAm | Numb | hanh OtherInfo.Promulg ader.OtherInf
~ount er ationAmount o.Promulgatio
(unsig nAmount
nedSh
ort)
1.1 | edXML:Page |Kiéu | Sé trang ciia vin ban | Tity chon N.MessageHeader. T.MessageHe
1.5 | Amount Numb OtherlInfo.PageAm ader.OtherInf
er ount o.PageAmoun
(unsig t
nedSh
ort) |
1.1 | edXML:App Phén nay mo ta cac Ty chon N.MessageHeader.
1.6 | endixes phu luc di kém vén OtherlInfo.Appendi
ban. Cac phu luc nay Xes
dugc dong goi trong
phén tép tin dinh kém
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ST | Tén trwong | Pinh M5 ta Bit Ma 16i
Y.
HH:m
m:ss
3 | edXML:Error Ghi lai cac 15i cia g6i | Bat buge N.ErrorList
List tin do hé théng quan
1y vin ban va diéu
hanh noi giri giri di
3.1 | edXML:Error C6 thé c6 nhidu thé | Bat budc
Error trong thé
ErrorList
3.1 | edXML:ErrC |Kiéu | Mi 16i Bit budc
1 Jode String
3.1 |edXML:ErnD | Kiéu | Mb ta 15i phét sinh Bit budc
.2 | escription String
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Phuy luc3
Vi du mét gbi tin theo dinh dang edXML

Py chi 13 vi dy minh hoa céc trurdng théng tin duge mo ta trong Phy luc 2 dé
céc co quan, don vi tham khao

~--Boundary
Content-Type: text/xzml; charset=utf-8
Content-Transfer-Encoding: 8bit

Content~ID: <Start>
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_ <SlgnatureMethod Algorlthm—v"h"tp ]
éihaﬂ' />
K <Reference URI—""> Lt

<Tran forms> '

nature” />' ' :
- . <Transform Algorlthm—"h"




QV2SeuLsGNXNWnFKkOWTISL:pTZEkbCh

4t/nTvJ730rwgRB+gWFXgYGC] 8EXCZMyBXyIcy+AXd

</KeyInfo>  '

. </8ignature>
</SOAP-ENV: :Header>
| <SOAP-ENV:Body> A

<edXML'Man1fest xmlns edXMLI

¢.vn/Schend,

</SOAP-ENViENvelo

--Boundary
Content-~-ID: <208>
Content-Type: application/pdf

Content~-Transfer-Encoding: baset4

ni6/z0tQFyD15v3YcWHaBVROBE1v1+jc88YevVgmXCloQfy2dwuU4AAa+n2RntRyfiaodoMT+glFGC+
w50kI903x]j6NWTnO7HiKvDnUcRE40cQ3mTGY i3 ENWCKEEAVMPHY scjulX7wpreo2iT2VupZlscaBuf
.2gCgThuVGxzWR7xk

—-—-Boundary--

Content-1ID: <209
Content-Type: application/pdf

Centent-Transfer-Encoding: base64

jc88YeVgmXCloQfv2IwulU4ARa+n2RntRyfiaodoMT+glFGC+wE0kI 9032  6NwTnO7BiKvDnUcRE4oC
Q3mTGCYi3fNWwCKEEAVMPHYscjuIX7wpxeoZiT2VupZlscaBuf3gCogThuVGxWR7xkjc88YevVomXCloQE
y2JwuU4AAa+n2RntRyfiaodoMT+glFGC+w50kI903x] 6NWTRO7HiKvDNnUcRE40cQ3mTGYi3£NWCKEE
dVMPHYsciuIX7wpxeoZiT2Vup2ZlsoaBuf3gCgThuVGxWR7xkQfy2dwulU42A2+n2RntRyGC+w50kI 90
3xj
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--Boundary

Content-ID: <210>

Content-Type: application/pdf

Content-Transfer-Enccding: basebtd

ni6/jc88YeVgmXCloQEy2dwuU42R

w50kI903xj6NwTIn07HiKvDnUcRE4
3gCgThuVGxWR7xk

--Boundary--

ocQ

+3c88YeVgmXCloQfy2JwuU42Aa+n2RntRyfiacdoMT+glFGC+

3mTGYi3INwCKEEdVMPHYscjulX7wpxeoZiT2VupZlsoaBul
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